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ABSTRACT

In order to meet the demands of today’s information consumers, SAS report programmers frequently need to make
their content available interactively to end users. Web technology provides an excellent method for users to request
on-demand reports and supply any necessary parameters, but setting up the necessary web infrastructure can be a
complex task, requiring a skill set very different from that needed for SAS report programming. Recognizing these
needs, we developed and implemented the Westat Automated Report Portal (WARP), which utilizes SAS/IntrNet®
software to provide a generalized and secure environment for SAS programmers to make their reports web-
accessible without requiring any web programming. Since its launch in late 2003, WARP has provided a cost-
effective mechanism for dozens of Westat projects with interactive reporting needs to leverage the power of SAS to
develop sophisticated, parameterized reports. This paper describes the overall architecture of the system and
summarizes its capabilities in areas such as output format (HTML, Excel, PDF, RTF), administration, customization,
and project integration.

INTRODUCTION

The SAS System provides programmers with a rich environment for developing reports. At the same time, the web
environment enables end users to request report output from the public Internet without installing additional software.
The essential dilemma is that the skills to develop SAS programs are very different from the skills required to make
the reports accessible on the web. Requiring that projects need to have both SAS and web programmers to make
SAS programs available on the web requires additional programming resources, thus increasing the cost to the
projects.

The Westat Automated Report Portal (WARP) provides a convenient and generalized system for programmers to
make SAS reports accessible to end users on the public Internet in a secure environment. SAS programmers can
concentrate on report content, not web site configuration, development, and support. WARP contains a number of
advanced features, including the ability for users to view output in several formats, a SAS-for-the-web testing
environment, project administration, project customization options, and extensive built-in web security. The WARP
web site was developed with Active Server Pages and SQL Server and accesses SAS via SAS/IntrNet.

Users of WARP are presented with an easy-to-use interface to select a report and supply values for run-time
parameters. They can also select a preferred output format: HTML, Excel, PDF, or RTF. The Excel option provides
a convenient mechanism to enable users to download data via the Internet.

WARP FEATURES
WARP contains many reusable features that are commonly required or desirable in web-based business intelligence
systems. These features greatly reduce the cost of programming and deploying SAS report programs.

— WARP is entirely web-based. The results are rendered in a standard browser and no special client
installation is required. In addition, the administrative system is entirely web-based.

— User and administrator authentication is built into the system. Users must provide a user name and
password to access the system. In addition, user requests and results are fully encrypted with Secure
Sockets Layer (SSL).
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— The system provides full authorization capabilities. Access to specific reports and features is role-based;
users are designated to view reports and/or perform administrative functions. Users are restricted to only
run reports for which they have been explicitly granted access.

—  SAS report programs may be configured with parameters. Parameters are passed to the underlying SAS
program as macro variables via SAS/IntrNet. Different types of parameters may be configured (numeric,
character, date, or drop-down-list) and the web site checks for the validity of the user entry. In addition,
drop-down-list parameters may have fixed choices or be dynamically generated choices from an underlying
database lookup table.

—  The run-time environment automatically prompts users for the desired output format. WARP supports
HTML, PDF, Excel, and RTF. The system generates all the necessary SAS ODS statements.

—  SAS programs configured within WARP can access data in any format that SAS can read, including SAS
datasets, relational data, Excel, Microsoft Access, and ASCII data. The data does not need to migrate to the
WARP web environment. Rather, it can remain in project-secure areas. The data only needs to be in a
security zone accessible from the SAS application server.

—  WARRP contains completely separate and parallel test and production environments. Test results are viewed
in the browser environment so the programmer can be sure that the program runs correctly in the web.
Developers are able to view the SAS log in the test environment, which simplifies debugging. After
migrating programs to production, developers still retain the option to debug (that is, view the SAS log),
although non-programmers are prevented from viewing the SAS log in order to maintain system security.

—  WARP contains a full web-based administrative system. SAS developers can configure their own reports
and parameters. System administrators are able to configure users and grant rights to access reports.

— WARP contains several features to permit seamless integration of its web-based SAS reporting into larger
systems web systems. Project logos are easily incorporated into the user interface. External web sites can
pass WARP credentials to bypass the default WARP login page (single-signon), and WARP reporting can
accessed as a web service, bypassing the WARP user interface entirely.

WARP ARCHITECTURE

WARRP is a single metadata-based system, within which any number of projects can be configured. The web site
does not need to be replicated for each new project. The overall architecture of the WARP system is depicted in
Figure 1.

The WARP approach contains a full test environment located within the corporate firewall, and a production
environment, which end users access for their reports over the public Internet.

The foundation of the system is the metadata database, in which projects, reports, report parameters, and user and
user group permissions are established. In addition, all user activity is tracked in the database.

The web site performs user authentication, and based on the user’s privileges, presents a menu of project and report
selections. Users select a desired report and are then presented with a list of the report’s specific parameters. The
web site performs basic edits on the parameter values (for instance, ensuring a date parameter value is a valid date),
before invoking the SAS/IntrNet broker. The broker makes requests of the SAS application server, which is where the
SAS programs reside.

A SAS program can access any data within its zone of security, using SAS/ACCESS® software. This means that the
data for the SAS report programs do not need to migrate into the WARP area. This maximizes data security by
eliminating to need to create separate, redundant databases solely for reporting purposes.
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SAS programs and the corresponding metadata and user permissions are developed and tested in the testing
environment. After development and testing have been completed, the programs and metadata are migrated to the
production environment using WARP’s built-in administrative utilities.
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Figure 1

After users log into the system, they are presented with a list of authorized projects, followed by a list of authorized

reports for the selected project (Figure 2).
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Figure 2

After selecting the report, the user is presented with the list of parameters for which to supply values. Figure 3
illustrates all various parameter types that can be configured in the metadata:

—  numeric,

—  character,

— date (rendered with a calendar date-picker),

— enumerated (hard-coded pick-list),

— dynamic (enumerated list dynamically generated from a project database),

—  Select-many enumerated list,

—  Secure parameter (masked input, which can be used, for example, for passwords).

The user also can select the output format from the drop-down list seen in Figure 3. Choices are:
- HTML,
- PDF,
- RTF,
—  Excel.

In the testing environment (and in production for administrators), programmers can choose to ‘debug,” which will
cause the SAS log to display in the browser, along with the SAS program’s output.
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Figure 3

PROGRAMMING AND TESTING IN WARP

The WARP system is designed to simplify SAS programming for the web environment. Programmers can develop
and test their programs directly in WARP, so they can see how the output will be displayed in a browser. This avoids
the inefficient process of developing programs in external environments, such as in the SAS interactive environment,
only to have to port the programs and have to make modifications. To develop programs in the WARP environment,
programmers map a directory to the SAS server within the Internal Trust Network (Figure 1). They can edit their
programs in any standard text editor, saving their programs directly on the SAS server. Then they can switch to their
browser and run the programs directly from WARP, as seen in Figure 3. By selecting the Debug Level to view the
SAS log, they can debug directly from the SAS server.

The output format for programs configured within WARP is intended to provide flexibility. As seen in Figure 3, the
user can select the Output Format. The WARP environment contains SAS macros to generate the necessary SAS
ODS code, so SAS programmers generally do not need to supply program-specific ODS statements.

The WARP web runtime environment creates a series of parameters that are passed to the SAS programs as
automatic macro variables. These can be very useful for SAS programmers to enhance their programs or restrict
access to data, as necessary. These include the following:
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— Format: the user-selected output format, either HTML, PDF, RTF, or Excel. The programmer can use this
macro variable to enhance the output, as needed,

—  Environment: Either TEST or PROD, which informs the SAS program whether the program was invoked
from the testing or production environment.

—  Project: Informs the SAS program of the project selected by the user. SAS programs can then be reused
across different projects, with appropriate run-time changes to the logic as needed.

— LoginID: The WARP login ID used to access the system. This macro variable can be used to restrict data
access, for instance.

ADMINISTRATION

WARRP is a metadata-based system, with metadata about the SAS report programs and users who have access to
them stored in a SQL Server database. A key factor in the overall success of the system is having a fully functional
administration module within the WARP web system. SAS programmers who are granted the role of ‘project
administrators’ can configure their own metadata, without requiring support from the corporate WARP system
administrator.

Project administrators can define the report’'s metadata and define what user groups should be authorized to run the
report. Figure 4 illustrates the web screen to define the characteristics for a report, including:

— Report Label: The label the end user sees to select the desired report,

— Report Name: The name of the specific SAS program that the web site should run,

— Help Text: An extended description to be displayed to the end user,

— Applied Projects: The projects to which the report is assigned,

— Applied Groups: Groups of users who can access the report program.
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Figure 4

Each report can have any number of associated parameters, which the project administrator can define within the
WARP administrative module. Figure 5 displays the screen where project administrators define parameters, which
include:
— Parameter Label: the label displayed to the user,
— Parameter Help Text: extended help text for the user,
— Parameter Name: the name of the macro variable in the SAS program into which the parameter value will
be passed,
— Parameter Type: type of parameter. The parameter type defines how the parameter should be rendered in
the browser and the screen edits to be made on the values,
— Parameter Values: the way to list possible values in a drop-down list.

Appropriately trained and authorized staff can be designated as System Administrators. System administrators have
additional privileges to define users and user groups, and migrate programs and metadata to production. WARP also
tracks the date and time each report was requested and the total time the program took to run. System
administrators have access to a suite of system monitoring reports that display statistics on system usage. These
reports have been developed in SAS and are configured within WARP itself, in a project that only the system
administrators can access.
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Figure 5

CONCLUSION

The Internet is a very important tool to deliver real-time results to both internal and external end users. However,
developing secure web sites for SAS programs is a costly activity and requires very different skills than SAS
programming. A general, reusable metadata-driven web site that automates the web functionality can improve
overall programmer productivity, reduce cost, and help ensure web security by standardizing best practices. The
Westat Automated Report Portal (WARP) is an example of such a web site and has provided Westat projects with an
effective tool over the past several years.
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